Unemployment Fraud:
Preven�ve Steps
Contact your Unemployment Oﬃce Fraud Division at
dol.gov/general/maps/fraud to report someone is using your
informa�on to ﬁle claims. Your employer may have done this
for you, but you will want to ensure you provide any
documenta�on needed to inves�gate.

• Check your credit reports for free at annualcreditreport.com.
Accounts or ac�vity that you don’t recognize could indicate
iden�ty the�.
• Set up an account with the Social Security Administra�on.
Crea�ng an account at ssa.gov\myaccount allows you to
monitor your annual earnings to ensure a fraudster is not
using your SSN for employment purposes.
• Consider credit and iden�ty monitoring. True protec�on
tracks both your credit and iden�ty. The EAP oﬀers discounted
monitoring services through CLC ID Protect.
• Set up authen�ca�on on ﬁnancial accounts. Ask your bank to
require a password or pin to complete account transac�ons.
• File an IRS Aﬃdavit. Alert the IRS of your compromised
informa�on by ﬁlling out the IRS Aﬃdavit.
• Use Chex Systems Alerts. You can place an alert with
chexsystems.com to alert banks and ﬁnancial ins�tu�ons of
your compromised informa�on. This will help keep fraudsters
from opening bank accounts in your name.
• File a police report. If you have proof that you are a vic�m,
make sure to ﬁle a police report. The report is a required
document by most creditors to clear up fraudulent ac�vity.

Place a free guard alert or security freeze with the
credit bureaus. This locks your credit, making it
inaccessible to creditors. The bureaus may send you
a conﬁrma�on pin number that will be used to li�
your freeze. We recommend only li�ing the freeze
temporarily when you need to use your credit.
•Experian: experian.com/ncaconline/freeze
•Transunion: transunion.com/credit-freeze
•Equifax: freeze.equifax
Change all your passwords regularly. Smart account
management should include passwords that are
changed regularly. Make them as complex as
possible by including le�ers, numbers and symbols.
Beware of phishing scams. Never click on any links
in emails or respond to unknown senders. If you
receive a call from UI, Social Security, a bill collector
or other sources solici�ng informa�on, you need to
validate the request. Hang up and call the en��es
independently at their veriﬁed phone numbers.
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